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Having transitioned from cyber consultancy to full-blown crypto service provider in 2021, Garantir provides an
architecturally unique PKI offering, designed to be multi-tenant from the ground up and delivered as part of a
cryptographic services platform. This architecture prioritizes nodal independence, rather than single-threaded
or monolithic structures, enabling vast auto-scaling capabilities across its self-managed and SaaS offerings, on
par with and rivaling its larger competitors.

Alongside its competitive PKI capabilities, including granular access controls, machine and distributed RoT
offerings, and continuous monitoring and support, Garantir offers specialist expertise across niche PKI use
cases. Notably, this includes advanced S/MIME automation capabilities, going beyond issuance of S/MIME
certificates to include dynamic just-in time provisioning of certificates into the receiving email client,
encompassing not only delivery and issuance of S/MIME certificates, but simplifying their ongoing usage within
the final enterprise environment. While S/MIME certificates remain a small market, it is demanding in terms of
specialist expertise; something that Garantir can deliver in bucketloads. Given its platformized approach,
Garantir enables users to “add on” use cases to their existing subscription, increasing time to value for
additional usage scenarios and enabling Garantir to capture a larger portion of the broader PKI customer base.

Alongside its PKI solutions, Garantir offers a competitive suite of PKl-adjacent services. While not directly
related to its PKI proficiency, delivering on these services is becoming increasingly important to competing
within the broader PKI market in an innovative manner, particularly as growing interconnectedness and data
sprawl within enterprise environments complicate the delivery of PKI solutions and services. These include its
abstraction capabilities with regard to enterprise keys and certificates. While most PKI vendors offer key and
certificate discovery, and manage those assets at the environment's endpoints, Garantir solve key sprawl by
routing cryptographic operations through a centralized service layer, while keeping keys non-exportable in
HSMs. This abstraction process centralizes the protection of critical cryptographic material while enabling
dynamic application of access controls including just in time access and MFA, effectuating cryptographic agility
beyond asset visibility and ensuring discovery is a dynamic rather than static process. Every signing request can
be gated by per-operation approval and MFA, with audit logging. Thus, Garantir promises a PKI solution that
not only manages cryptographic material but eases the management of those keys and certificates over time.
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Garantir offers a competitive suite of PKI services, offering its GaraTrust service across a range of deployment
models, including PKI as a SaaS managed service, self-service PKI, and hybrid on-premises and cloud
deployments. As a software-focused outfit, it does not extend to hardware-based PKI solutions, but does
provide integration with many leading HSM vendors, including Thales Luna and Entrust nShield HSMs.

Given its unique origin story as a cyber consulting services organization, Garantir offers a fresh perspective on
PKI and CLM that is welcomed in the established PKI market, especially as crypto-agility concerns and the
march toward quantume-resilient systems is expected to shift long-standing market dynamics. Garantir's
GaraSign platform is its flagship offering in the wider cryptographic services market, proffering PKI and CLM
alongside Software Supply Chain and Data Security offerings. By offering an integrated platform-based
solution, answering not only to enterprises’ PKI and certificate management woes, but delivering across
enterprise security needs, Garantir plans to significantly disrupt the existing PKI and CLM markets; promising
reduced Total Cost of Ownership (TCO) and operational burden for enterprises over time, while maintaining a
high standard of PKI and CLM delivery.

Despite being a smaller outfit, Garantir caters to a wide range of PKI use cases, including to newer customer
demands like Al model signing. While not there yet, Garantir is on its way to becoming a major player in the
PKI market, with plans to expand its largely North American presence to Europe throughout 2026. Its cost-
efficient platform approach and niche union of cyber consulting and PKI expertise primes it for long-term
success in the expanding PKI marketspace.
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VENDOR MATRIX

Methodology: After individual scores are established for innovation and implementation, an overall
company score is established using the Root Mean Square (RMS) method:

innovation® + implementation®
Score = 3

The resulting overall scores are then ranked and used for percentile comparisons.

The RMS method, in comparison with a straight summation or average of individual innovation and
implementation values, rewards companies for standout performances.

For example, using this method, a company with an innovation score of nine and an implementation score of
one would score considerably higher than a company with a score of five in both areas, despite the mean
score being the same. ABI Research believes that this is appropriate as the goal of these matrices is to
highlight those companies that stand out from the others.

RANKING CRITERIA

Leader: A company that receives a score of 75 or above for its overall ranking.

Mainstream: A company that receives scores between 60 and 75 for its overall ranking.

Follower: A company that receives a score of 60 or below for its overall ranking.

Innovation Leader: A company that receives a score of 75 or above for its innovation ranking.
Implementation Leader: A company that receives a score of 75 or above for its implementation ranking.
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INNOVATION CRITERIA

The innovation criteria take into account novel capabilities in technology development and deployment,
as well as in commercialization.

Configuration & Capabilities: Assesses capacity and performance, software and firmware, CAs,
availability, security, and support provided. This includes looking at certificate issuance and revocation
rates, key ceremony processes, access control, CA architectures supported, and support provided for
system setup and deployment.

PKI Service Options: Assesses the different deployment models and features supported, including
managed and self-service PKI as well as Generative Artificial Intelligence (Gen Al) or Agentic Al
functionalities, monitoring capabilities, and Bring Your Own Root of Trust (BYOROT) support.

CLM Service Options and PKI Management Platform: Examines the CLM services supported,
including CLM, discovery and onboarding of certificates, and automated renewal and revocation.
Examines the management platforms used for PKI and CLM, key management, cryptographic
inventory, remote management & configuration capabilities, backup systems, and trust list
management.

Partner Ecosystem & Integration Capabilities: Assesses the partner ecosystem supporting the PKI
service(s) or product(s) including CLM, key management, Hardware Security Modules (HSMs), third-
party PKI or CAs, DevOps, asset management systems, ldentity Access Management (IAM), PAM,
servers, load balancers, incident and workflow tools, Unified Endpoint Management (UEM), Mobile
Device Management (MDM), FIDO card management systems, and Operational Technology (OT)
systems. This criterion looks at the degree of integration; from an orchestrated integration with a given
application to integration via cryptographic Application Programming Interfaces (APIs).

Quantum-Safe Capabilities: Assesses the integration of PQC algorithms into key encryption and
digital signatures, as well as hybrid bridge capabilities. This criterion also looks at general PQC support
such as CA switching capabilities, Post-Quantum (PQ) Root of Trust (RoT), and custom assessments
and encryption advisory services provided.



IMPLEMENTATION CRITERIA

These criteria relate to the breadth of solutions, features, and capabilities of enterprise PKI offerings in order
to assess their completeness and fitness for purpose.

PKI Solutions: Assesses the range of offerings including hardware, software, and service offerings.

Applications: Examines the PKI applications supported by the service(s) and/or product(s), including
application security, cloud application access, device authentication, code signing, 0T device provisioning,
and credentials issuance.

Cryptographic Algorithms, Protocols, & Certificates: Assesses the cryptographic algorithms, PKI-
related protocols (e.g., Transport Layer Security (TLS), Online Certificate Status Protocol (OSCP),
Enrollment over Secure Transport (EST), and Automated Certificate Management Environment (ACME)),
certificate types, and certificate extensions

Standards & Regulation: Examines the degree of compliance with relevant PKI, connected services (e.g.,
HSM), and other industry or region-specific standards and regulatory frameworks.

Go-to-Market (GTM): Assesses the business and pricing models used by each vendor, investigating direct
sales, channel partners, and availability for online evaluation and integration testing.
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ABI Research is uniquely positioned at the intersection of end-market companies and technology solution providers, serving as the bridge that seamlessly connects these two
segments by driving successful technology implementations and delivering strategies that are proven to attract and retain customers. For further information about subscribing to

ABI's Research Services as well as Industrial and Custom Solutions, contact us at +1.516.624.2500 in the Americas, +44.203.326.0140 in Europe, +65.6592.0290 in Asia-Pacific or visit
www.abiresearch.com.
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